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3. Victim in case RansomFree® was not installed

- .70} Winday

8 " CERBER RANSOMWARE: Instruct

>

CERBER RANSOMWARE & 3t 0f
209 USS 32 4 LR
YS9 2E 942 $ AEUR

S0l 0|51t 2tof gl TIOIE 7t "Cerber Ransomware"(©)Z ¥ 3E|0] lelY 0 2H & ool BYULICH

LHA EYCe YU HAS2 3 &2 2AHD 12|10 8 A2 H0E d=2 + olsUt ASRHe 42 o522
c
=

TYEE OH) HET 4 b SUT WLE S¥ U3 45 AZEY0[Ol Cerber Decryptor'2(8) FHsHAIE LI,

Ftol Hel HORHA Y o= ~ZEYHE FHfsHE & YsUh

http://ffoqraug7m726zou.1kvftk.top/EC4D-D81E-3A14-0067-3436

http://ffoqr3ug7m726zou.j2bsév.top/EC4D-D81E-3A14-0067-3436




: 8
@ |

L b BES » Daa(F) » 2HZD

v BOSHRN EZ - EROGM-  MEG
frzman | UE s o3 37
B Cr22C [7] README_hta 2016-11-28 9 9:00 HIML 28 67K3
M HE R [ 10L18ysDe9196 2016-11-28 @ 900 9196 Y 95KB
EE2gr | 1530700196 2016-11-28 QF G:00 9196 Y 779KB
] 20ja0vTNhZ 9196 2016-11-28 Q7 900 9196 T+ 14K8
G EoiEE | sleh7ctglLot9e 2016-11-28 QF 900 9196 Y 16K8
Hex || 4y26678UQt 9196 2016-11-28 QF 00 9196 T+ 14K8
Euoe [ sooroMpcxonse 2016-11-28 QF 900 9196 Y 18K8
SR || 9GF95wKs3V.9196 2016-11-28 @H 500 9196 T+ 1471KB
Pt | 9ppxdCui-y.9196 2016-11-28 QF 900 9196 Y 14K8
] 11fexjg720.919 2016-11-28 Q7 900 9196 T+y 1178
1% FEE || 38QZEN9--9196 2016-11-28 QF 900 9196 T+ 15K8
& osKo(C ) 66-AYUenDs 9196 2016-11-28 Q7 900 9196 T+y 690K3
c OSEN(C || AOtWnGWdzo 9195 2016-11-28 9F 900 9196 T+ 120K8
caData (F) | ] AUathPikmt 9196 2016-11-28 Q7 900 9196 T+y 4596K3
] avs9IsalPH 9196 2016-11-28 9F 900 9196 T+ 136KB
WUYEYS [ b7qeEcWI2a9196 2016-11-28 Q7 900 9196 Y 46KB
] bdz-B4y0x0.9196 2016-11-28 Q7 900 9196 THY 4B
|| BUS01FmQUQ.9196 2016-11-28 QF 900 9196 Y 16K8
] emXRyATXzu.9196 2016-11-28 Q7 900 9196 THY 278KB
|| DickUdrcOw 9196 2016-11-28 QF 900 9196 Y 14K8
] DTIUdWE3M3.9196 2016-11-28 Q7 900 9196 THY 15K8
|| DuopTSITTM 9196 2016-11-28 QF G:00 9196 Y 131K8
] ehKCMURISC 9196 2016-11-28 Q7 900 9196 T+ 14K8
| ] ESV7itzFiES196 2016-11-28 QF 900 9196 Y 16K8
| f07HAdmMOXE 9196 2016-11-28 9 3:00 9106 T+ 2807K8 ™
[} 1l ]+

< .lo] Win

The file extension of the attacked files were changed to "9196".



